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Cybersecurity Study Plan
il | ol aolipd duuljall ahall

First Year ((Jgill diwll)
15t Level (Jgll (ngiwall)

Pre- Contact Unit

Course Required/ | Requisite Type of Course Name
Code o s Elective Courses Requirements in Arabic
Code
LNGT101 | English1 Required 20 College 1 ajlail aal
. dolaill alus
MATH101 Calculus1 Required 3 2 College 1 Jolaillg
PHYS101 | General Physics 1 Required 3 2 College 1 dole cbja
Elective Islamic . _— aalar (ujlial
= Culture-1 Required 2 2 Institution 1-dsollul
IT100 Digital Culture Required 2 2 Institution dawodyll aalaill
Total 16 30 2 2 wdloadll

2" Level ((ildl (ngiwoll)

Pre- Contact Unit
Required/ | Requisite | Credit Type of Course Name in
Golez ks Elective Courses Unit | Theory Requirements Arabic
Code
LNGT102 @ English2 Required = LNGT101 4 20 College 2 djuai] asl
Introduction to . . .
IT101 Computing Required 3 2 2 College duugn doado
English for Scientific ajpdailll aslll
LNGT103 and Engineering Required = LNGT101 2 4 College dwololl uialp‘:ﬂJ
Purpose duaigllg
Programming . . :
Cs101 Fundamentals Required 3 2 2 College axopdl Guwl
GNCR100 | University Skills Required 2 2 Institution daroolnll wljlgall
14 30 4 wlloall
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3 Level (Sl (ngiwall)

Pre-
Course Required/ | Requisite Credit
Code i LR Elective Courses Unit
Code
(5202 gbled Oriented Required (5101 3
rogramming
Discrete .
MATH474 Mathematics Required MATH101 3
(CS203 Data Structures Required = (S101 3
i gmversny Elective-  ¢iactive >
Cyzz1  Cybersecurity Required | IT101 3
Foundations
cvzer | Math-Found.of | o ied | MATHLOL 3
Information Security
Total 17

4t Level (@lgl (ngiwall)

Course Name

Second Year (awilil diwll)

Pre-

Required/

Elective

aloid] 3gaall dools
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Requisite Credit
Courses Unit

Contact Unit

2 2
3

2 2
0

2 2
2 2
11 8

Contact Unit

dagouwll aupall a4laoll

ploill Gljg

d_dlouildl aganll doola

Type of

Requirements

College

College
College

Institution

Program

Program

Course Name in

Arabic

duipdill axopll
whobyl
sobgio|
wlbdl J5ka
1-daols oylal
ol ¢aluw b
il |
auslll gl
(ol (na

loglaoll

ydloadl

Introduction to . 3 3
STAT131 Statistics Required
Elective Islamic .
= Culture-2 Required 2 2
Ccyz10 Operating Systems Required  IT101 3 2 2
Analysis and Design .
Cyz2z2 of Algorithms Required = (CS203 3 2 2
CYz40 Database Required = (S101 3 2 2
opEl | SIS Required = CY221 2 2
Analysis
16 13 6
..................................... ‘ulegaiiiall 7 Y S AT ST i |

Code

Type of Course Name
REIE S in Arabic

College clonll
o aaldi (sl
Institution 2-dso1Lu]
Program ol phi
Program iliojjlgall
Program Glilll aclgd
bhlaoll Juai

Program asiodll

cnlloalll
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Third Year (&)lill &iwll)

5t Level (guolAll (ngiwall)

Pre- Contact Unit

Required/ | Requisite Credit Type of Course Name
Callss v Elective Courses Unit R TE L S in Arabic
Code
HR100 @ Entrepreneurship Required 2 2 Institution Jlacill aaly
Cybersecurity . aolll daop
CY305 Programming Required = CS202 3 2 2 Program ]
Operating Systems . aohil cuoli
CyY311 Hardening Required = CY210 3 2 2 Program Ll
Cv323 | Advanced Algorithms | Required | CY222 3 2 2 Program Srefiie
andaio
CY370 Computer Networks Required = CY210 3 2 2 Program sl alaun
CY380 Cryptography Required CY261 3 2 2 Program padill
Total 17 12 10 ydlosall

6t Level (gualwdl (ngiwall)

Pre-
Required/ | Requisite | Credit Type of Course Name in
bl vl Elective Courses Unit Requirements Arabic
Code

University Elective-

- > Elective 2 2 Institution 2-daola (njlial
IT Systems , aohil ciligho
CY312 Components Required = CY210 3 2 2 Program iloglooll linglgia
. | ilgdllg Silw bl
cv3ez | Policy Legal Ethics oo ied  cv221 2 2 Program Jliiolllg G lg
and Compliance .
il |
Network . . -
CY371 Technology and Required = CY370 3 2 2 Program ””9599”9 u“L"‘f.,'q"”
Protocols e
Network Security . VT
Cy372 Administration Required @ CY370 3 2 2 Program Glawidl ol g)la)
CY382 Cyber Threats Required  CY221 3 2 2 Program il ol lagill
6 12 8 wlloa Il
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Course
Course Name
Code

Required/
Elective/

Free
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Fourth Year (asulyl diwll)

Pre-
Requisite
Courses
Code

Credit
Unit

Contact Unit

IHHHHHIIHHHIIHHHHI
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Type of
Requirements

Course Name in
Arabic

Free Course-1

Software Reverse

CY450 : .
Engineering

Cybersecurity

(Y460 Design Principles

CY463 Digital Forensics

CY473 | Network Defense
CY497 @ Graduation Project 1

- Program Elective-1

Total

Free

Required

Required

Required

Required
Required

Elective

gt Level (ol (ngiwall)

Required/
Free
- Free Course-2 Free
CY498 @ Graduation Project 2 = Required
CY499 | Field Training Required
- Program Elective-2 Elective
- Program Elective-3 Elective
Total
..................................... :clegadoall

Cyezl

Cyezl

Y382

CY370

90 Units &
Department
Approval

90 Units &
Department
Approval

2
3

Pre-Requisite Credit
Courses Code Unit

CY497

2
2

214 A A ALl

Contact Unit

Institution

Program

Program

Program

Program

Program

Program

Institution

Program

Program

Program

Program

1-jn jdo
Glaopll dwaim
aunoell

peoni (nalo
il golll
agliall aladll
aauidl claa

1 3pAi ggpito

1-(pnAi u‘lJLuA|

Teal |
REIE S Arabic

2-p o
QR cgpilo
2

il
(il agall

sl
2-pnAT
Gl
3-pnAT
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Department Electives Courses (dyjlix Ul ganaill cilyydio)

Pre-
Requisite . :
Course Name Courses Level Theory Course Name in Arabic
Code

CY413 | Information System Audit CY362 7/8 3 2 2 Gloglooll plhi Gudai
CY414 Distributed Systems Architecture CY312 7/8 3 2 2 acjgall aakilll dwaim
CY424 | Machine Learning Cyzzz2 7/8 3 2 2 allll ploi
Cybersecurity Planning and . il 2

CY430 Management CYes1 718 3 2 2 il golll @)lalg bhihAi
CY431 | Security Program Management CY305 7/8 3 2 2 auiolll aolpl &)lal
CY451 Access Control CcY372 7/8 3 2 2 daogll (na paaill
CY452 @ Software Engineering CY312 7/8 3 2 2 Glbaopdl dwaim
CY464  Privacy CY362 7/8 3 2 2 dungnall
CY465 | Cyber Crimes CY463 718 3 2 2 duigpaldl ailpall
Advanced Network Technology and aauill vllghgigpg binglgiai

CY474 Protocols CcY371 7/8 3 2 2 ool
CY475 | Network Forensics CY473 7/8 3 2 2 aquill agliall aadl
CY483 Advanced Cryptography CY380 7/8 3 2 2 padioll padill
. . ) golll (nd doadio wileghigo

CY490 | Advanced topics in Cybersecurity 7/8 3 2 2 il g
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Exit Point (agjall dhdi)

Course Course Name %Tgcutlirve: / Pre-Requisite | Credit _ ContactUnit | Type of Course Name in
Code Free Courses Code | Unit Requirements Arabic

LNGT101 | English1 Required College 1 @ajai] aal
. dolaill Glus
MATH101 Calculus1 Required 4 3 2 College 1 Jolaillg
Elective Islamic : I aaldi (ojbial
- Culture-1 Required 2 2 Institution 1-dsollul
IT100 Digital Culture Required 2 2 Institution dawadll aalaill
LNGT102 @ English2 Required LNGT101 4 20 College 2 ajail aal
Introduction to . . .
IT101 Computing Required 3 2 2 College duugn doado
e and Q] aalll
LNGT103 Engineering Required LNGT101 2 4 College awololl (plpell
Purposes duuipllg
Programming . .. :
CS101 Fundamentals Required 3 2 2 College anopll Guuwl
GNCR100 | University Skills Required 2 2 Institution dawoolnll ¢iljlgall
(5202 gble“ Oriented | poquired | CS101 3 2 2 College it dnopll
rogramming
(S203 Data Structures Required CS101 3 2 2 College Gl e
Introduction to . 4 doado
STAT131 Statistics Required 3 3 College T
HR100 Entrepreneurship = Required 2 2 Institution dlocll aaly)
Operating . ol B
CYe10 Systems Required IT101 3 2 2 Program Jrodiill ohi
Cybersecurity . ol ¢l buwi
Cyz21 Foundations Required IT101 3 2 2 Program il
Analysis and iq Judai
cv222 Design of Required  CS203 3 2 2 Program prond Lm?- ]
Algorithms el
CYz240 Database Required (S101 3 2 2 Program Glilll aclgd
Math. Found. of il guwwlll
Ccyzee1l Information Required MATH101 3 2 2 Program aol (na
Security Gilogleoll
Ccyezs1 Security Risk Required Cyez1 2 2 Program ol Juxi
Analysis ayiolll
Policy, Legal, UL'IJJgL:J-L:-”
CY362 Ethics and Required Cyez21 2 2 Program Ll
Compliance o g g L=
il
CY370 Computer Required | CY210 3 2 2 Program bl ilaud
Networks
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Network Gl
CY371 Technology and Required CY370 3 2 2 Program illghgigug
Protocols Glaunll

Network Security
Administration

CY380 Cryptography Required CYe6l 3 2 2 Program padiill

68 88 26 2 rlloay

CY372 Required CY370 3 2 2 Program alauill gol ala)

..................................... wlegadioll @1 Lo L 22 ] s 0]




